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Passport Systemsie:

next generation operational design, system
architecture and advanced non-intrusive
inspection technology to cargo
security professionals.
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CARGO SCANNING

Defining terms
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Confusing nomenclature
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Figure 1: Author's interpretation of cargo inspection at USmpittsflee @AFE Port Act of 2006
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CARGO SCANNING

Air Cargo Inspection Operation
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Figure 2: Author's interpretation of air cargo inspection, &ecdftiinGdonmission Act
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containers. It requires 100% of theverification.

cargo containers originating outsi
the US and unloaded at a US seapor
undergo screening to identify high-ris
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scanned or searched before they lea
US seaport facility.

The recommendations of th@/11
Commission were captured in the
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of this Act are significant for th
transportation and logistics commun
The Act requires that 50% of air car
transported on passenger aircraft fr
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Figure 4: A sea cargo container screening or examination via a agdnafithog sentents for interdiction

Evaluating inspection claims
The arguments advanced by sevdrah this case, the objective of avoidi
parties as to the throughput achievedhe destruction of an aircraft woul
by their cargo container inspectigndefine the minimum size or amourn
systems cannot be compared unless|oné explosives to be detected a
defines the objectives of the inspectiomnterdicted. This example's objectiy
and what is meant by inspection. FHois limited to finding explosives, g
example, consider a scenario wherthe comparison has to be done
the objective is to make sure there ar¢éhis parameter only. Obviously, th
no explosives in a container capableroader the detection objective, th
of causing the destruction of anmore sophisticated the inspection hag
airplane, and the inspection method|i®e, and one technology or equipme
a physical verification of the contentsmay not meet all requirements, there

inspection, canine team, NII, etc.).Inspecting 100% of containers
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gVhat prompted this article was th
dconfusion over nomenclature in th
tnew cargo inspection laws and th
ndifficulty this causes in fully evaluatir
eand comparing the claims offereg
oby competing inspection technolog
brvendors. Even though certain claim
ecan be correct, the implications d
eperception may be wrong.

ntfield say that seaports, for examp
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of the container (through manualrequiring a systems approach.
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Figure 5: A sea cargo container screening or examination via a lscdrcariglo seatents for interdiction
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CARGO SCANNING

“In the SAFE Port Ac
inspection is define
as the broad activit)

conducted by Custo
to appraise goods
for purposes of tari
collection, interdictig
of prohibited items
and complying with
applicable laws. Th
process may inclug
screening, conducti
an examination, or
conducting a searc

[ say they can scan 100% of contain
Wwithout slowing down traffic?
elieve both statements may be tr
+ depending on what they mean &
“inspect' and “scan'.
5/ If an inspection at a seaport has
ﬂc(g?ctive of inspecting all containe
to-be loaded onto a particular vessel
weapons of mass destruction, such
shielded nuclear weapon, how wou
L we reconcile the competing positiorn
stated above?

The experts who say that a po
)dould be brought to a halt if if
sought to inspect more than 7
of its containers, probably base th
assumptions on the current purpos
and methods used by Customs agen

Pof tariffs, etc.). These inspectio
require time to perform and even
@lone by x-ray machines, would requi
many minutes for each contain
n(gecause of the need to analyse e
iMage), making it impossible to inspe
all containers without bringing the po
to a halt.

1 Those who claim they achieve 100
canning of sea cargo containers
also be correct. To understand w
the important thing is to be able t
differentiate between inspecting for t
purpose of interdicting certain carg
and the term scanning defined as
subset of the operation of examining

screening.

Low energy scanners
Obtaining an x-ray image where hig
penetration is not required (sm4g
containers, lightly loaded or lo
density cargo) can be done with Ig
energy scanners on moving vehicl
Each x-ray image of a container m
require little time to capture. If thes|
images are stored in a database
future analysis, then the operation
deemed to be completed, i.e. there h
been a scan performed on all contain
which could be interpreted as being
examination according to the SAR
Port Act or screening according {
the 9/11 Commission Act (see Figu

(finding drugs, contraband, validationmage analysis can be made.

etlat data capture only does not achie
the ultimate purpose of an inspectid
ugvhich is to remove cargo that should k
yseparated from the stream of comme
(threats, prohibited items, etc.) or b
hereated differently (tariff violations,
retc.).
for
asSalpply chain
drhus, it is important to assess thi
ssystem in relation to where it fits i
the supply chain. If the containers
rtarriving at a port by vessel (imports),
then storing the images in a database
Pomay not be meaningful unless there
eiare ample storage areas at the port oy in
esearby locations and there is plenty |of
cime to retain the containers until th
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f Flow of commerce
relf the containers arrive at a port to he
erloaded onto a vessel for a particular
aclestination like the US, the operatio
ctlepicted in Figure 4 could be portrayed
tas scanning 100% of containers
awaiting shipment without impairin
othe flow of commerce, but it does ndt
cavaluate their contents until after the
yship has sailed, if ever. Scanning in this
0 sense does not accomplish an inspection
neuntil the images are analysed and |no
oremedy is applicable until cargo can be
aeparated or removed.
or
Probability of detection
If an inspection is to be performe
before the containers are loaded pn
ha vessel, then the throughput wi|l
Ilbe dependent on the efficiency
v detection (probability of detectio
wand false alarms) of the equipme
esised. Although the containers woul
ayo through the system quickly, i
ethe inspection requires the highe
fprobability of detection, the container
isvould have to wait before loading ont
aa vessel until the x-ray images can
egrgoperly analysed and the cargo clea
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oaffecting cargo flows at a port. Cleari
el00% of cargo also depends

be
ed.

ut

9
bNn

4). The problem with this approach

sminimising false alarms and resolving

32

www.cargosecurityinternational.com

December 2009 / JanuaryQardb Security International



CARGO SCANNING

ambiguities detected in the analysiSummary examination, scanning, or search; and

of x-ray images, which would requireWhen comparing claims of performang€iii) only compare parameters such
a search of the containers theregbin the inspection of cargo containefsgcargo throughput, size, cost, etc.
slowing throughput and raising theit is imperative to (i) understand thethe equipment or methods used, at t
probability of delays in vessel departurebjective of the inspection; (ii) have same or equivalent detection probabil

or holding back containers for latera clear definition of the meaning ofand for the same position in the supply

shipment (Figure 5). terms like inspection, screeninlg¢hain.

Table 1: Terminology summary

Term SAFE Port Act of 2006 9/11 Commission Act of 2007 Observations

Inspection Yes Defined as the broad activity of Customs to appraise goods for tatéffdiotientmimrohibifed
items, and complying with applicable laws. Performed by soneatiimy oexsearch

Examination RS Defined as the use of nonintrusive imaging and detection techciotegydadragtect
wrongly-declared, restricted, or prohibited items

Screening Yes (1) Yes (for Air Cargo) (2) (1) Defined as a visual or automatedtievieelatkifo the goods to determine thp

presence of wrongly declared or prohibited items and evaluatedhedsk)fAtphysical
examination or nonintrusive methods including x-ray sgstemdeteqtion systems, explosi
trace detection, and explosives detection canine teams

Scan Yes Defined as the use of nonintrusive imaging equipment, radiaggnigeteati or both, to
capture data, including images of a container. Radiation getectigsfacthier described
any technology capable of detecting or identifying nuclegicahchegdi@bor nuclear and
radiological explosive devices

7]

Search Yes Is considered an intrusive examination in which a container is @patettsiadci removed
and visually inspected for the presence of improperly deeldyed pedtifited items

100% sea cargREEREN)] Yes (2) (1) 100% containers originating outside the WShaadiskeEajmrt to undergening

containers identify high-risk containers. 100% of high-risk contesoarsmenh® searchefbre they cal

leave a US seaport facility. (2) Subject to change by the Homelae$ebyriydSlgc201P
containers loaded on a vessel in a foreign port shall not enter therié8 bylessistasive
imaging equipment and radiation detection equipment

100% Air Cargo Yes By 3 August 2010, 100% of cargo transported on passenger aimgefiedistdenacner
commensurate with that of passenger checked baggage (phtisicalrex@mmtrusive metho|

including x-ray systems, explosives detection systemsaegmlestotiotr and explosives
detection canine teams)

Table 2: Summary of observations regarding sea cargo coetamspection systems

Containers unloaded from a vessel Containers to be loaded on avetsset Obse

In the US Custom's inspection requiremglfitand when other countries will The inspection by Customs in the US is to appraise goods for purposgs
apply require pre-loading inspectiong collection, interdiction of prohibited items and complyiraptetiaapplic

(oINS CRUENEE! Inspection requirements of eddii bound for the US, container pa#isugh not the only one, the US main security objective (accomliiag|to
country (if any) apply to meet the 9/11 Commission Agiterpretation) is to avoid having a weapon of mass destruction (WMD)

amendments to the SAFE Por{ Aound for the US
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MO0 LZESeE=hilile| Obtaining an image of the carg@laims of 100% scanning may|l&&argo that should have been removed before loading containers may bge on its
without analysing it at the porf correct but may not imply insp¢etiayto the US (even if eventually known before arrival, it defeats the int¢nt of the

defeats the purpose of inspedtingfore loading inspection before loading + which is to interdict as early as possible in g
cargo before leaving the port chain)
premises

supply

KOO LZN IS el=lwile] May be possible if a systems | May be possible if a systems [ 2%-7% of containers are inspected by US Customs for a variety of pyrppses on

approach is used (today's meflaggsoach is used (today's methadsval at a US port of entry. About 95% of containers arriving at a pornt i
of operation would require chageperation would require chahgajlergo passive radiation detection (only lightly shigldetheddiadstcan
be detected)

the US
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